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CYBERSECURITY
AND COVID-19:

This situation is made more challenging by the fact
that in most cases the choice of the infrastructure
(hardware, software) was not made after the usual
thorough examination and it was not feasible to
adequately prepare and train all employees on

short notice.

What is cybersecurity?

Cybersecurity means the protection of IT systems,
each consisting of hardware, software and the data
contained therein. These IT systems are exposed to
a variety of threats. The classic example is a cyber-
criminal who gains unauthorized access to a sys-
tem in order to either learn secret information or to
obstruct, or even destroy, the victim’s IT infrastruc-
ture. In recent years, attacks involving so-called
ransomware have caused major damage and re-
ceived corresponding media attention. In such at-
tacks, the victim’s data is made unreadable by
technical means (e.g. encryption). In consideration
for reversing this process, the attacker usually re-

quests money or crypto currencies.

From a technical point of view, it should be noted
that apparently minor changes to the IT infrastruc-
ture can cause substantial risks that are not always
detected in time. As an example: If employees con-
nect to their private WiFi instead of the company’s
internal network, numerous additional points of at-
tack arise that are largely beyond the control of the
cybersecurity provider. This is true even if the serv-
er is accessed via a secure connection (e.g. via a

Virtual Private Network, VPN for short).

Attacks that are known under the term «social en-
gineering» are equally pervasive. What they have
in common is that cybercriminals try to influence
the victim to cause a certain behaviour. A well-
known example is the so-called phishing attack.
The attacker poses as a legitimate institution in or-
der to trick the victim into revealing secret infor-
mation (such as passwords, bank or credit card
data) or to trigger payments. With newly intro-
duced decentralized working methods, companies
are much more susceptible to such attacks. Sud-

The COVID 19 pandemic means major adjust-
ments for companies, which must be made within
a very short time. In reaction to the various re-
strictions, decentralized working methods have
been implemented by many companies. This has
led to increased dependence on technology. As a
result, an attack by cybercriminals could now
have even more far-reaching consequences.
From a legal perspective, this requires an appro-
priate response.

denly, everyday interactions, which previously took
place exclusively in personal exchanges, are now
carried out via electronic means of communica-
tion. This creates a new vulnerability for companies.

What are the legal aspects of cybersecurity?

In addition to the operational and financial risks
and possible damage to reputation, there are also
legal obligations regarding cybersecurity. Which
specific obligations apply to a concrete case is a
key question. Under Swiss law, there is no general
obligation to protect the integrity of IT systems.
Instead, various laws contain provisions that ex-
plicitly or implicitly require the protection of IT
systems.

Criminal law

Special attention should be given to those rules
whose violation may have criminal consequences.
Among the best-known examples are the protec-
tion of professional secrecy, trade secrets and
banking secrecy. Furthermore, the failure to ade-
quately protect IT systems may constitute an of-
fence of criminal mismanagement, and also the vio-
lation of certain data protection provisions is also a
criminal offence.

These criminal provisions usually only apply in case
of intentional commission of the crime. In most
cases, a complaint by an authorised person is
further required. For this reason, the risk of con-
viction is often quite low. Nevertheless, a legal re-
view is advisable in view of the potentially grave
conseqguences.
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Civil law and administrative law

There are also numerous provisions in civil and ad-
ministrative law which require or presuppose the
integrity of IT systems. Some of these provisions,
which are relevant for the majority of Swiss com-
panies, are highlighted below.

The rules and regulation on data protection,
namely the Swiss Federal Data Protection Act and
the associated ordinance, are highly relevant. In
general, this is an important source of law in con-
nection with the protection of IT systems. It ex-
pressly stipulates that personal data must be pro-
tected against unauthorised processing by
appropriate technical measures. Due to the broad
definition of the term «personal datay, this obliga-
tion applies almost without exception to all Swiss
companies, regardless of their legal form.

The Swiss Federal Ordinance on Accounting
Ledgers also contains principles that must be ob-
served when documents are stored electronically.
Regarding cybersecurity, the primary obligation
is to ensure the integrity (authenticity and unfalsi-
fiability) and availability of the documents. This
must be observed by all companies that are sub-
ject to the obligation to keep accounts according
to the Swiss Code of Obligations. In this context,
further storage obligations, for instance in tax and
social security legislation, have to be taken into
consideration.

There are also various industry and best practice
standards. These include regulations for financial
institutions and ISO certification which specify
data protection and other relevant standards. In
addition, there may also be requirements from
non-governmental organisations that impose fur-
ther obligations in the form of self-regulation (e.g.
confidentiality obligations).

In addition, contracts often contain an obligation
to protect IT systems as well. This is obvious in
cases where there are clauses prescribing confi-
dentiality, both as secondary obligations or even
as the main obligation (so-called Non-Disclosure
Agreement or Confidentiality Agreement). Fur-
thermore, other obligations assumed in con-
tracts may also (indirectly) require the protec-
tion of IT systems. For example, there may be an
obligation to account for the activities performed
under the contract. This is only possible if the
electronic documents required for this are ap-
propriately secured.

The principal risk associated with the violation of
these provisions is the potential liability for dam-
ages. The amount is determined according to the
damage caused by the violation of the provision.

For contractual obligations, there is also the risk
of a contractual penalty.

The failure to secure IT systems can constitute a
breach of duty on the part of the supervisory
bodies of a legal entity (the administrative board
of the company limited by shares [«Aktienge-
sellschaft»] as well as the management of the
GmbH). The members of the supervisory body
are subject to a strict duty of care and must safe-
guard the interests of the company in good faith.
In the case of delegation of the operative man-
agement, the delegees must be duly supervised.
Any such breach of duty may cause the liability of
the bodies’ individual members, including with
their personal assets.

Further legal issues

The decentralised working methods and the in-
creased use of technology outlined above entail a
number of other relevant legal questions, which go
beyond the core issue of cybersecurity:

- May the private electronic devices of employees
(laptop, mobile phone) be used for business
purposes? Under what conditions? Is there a
right to compensation?

- Is it permissible to store documents in the cloud?
What must be taken into account? Does a paper
copy have to be kept in any case?

- Can a document be legally signed without a
handwritten signature

Many suppliers of goods and services are current-
ly considering offering their products and servic-
es through new distribution channels. One wide-
spread option is distribution via the Internet.
When implementing an online shop in Switzer-
land, various legal requirements must be ob-
served (see in detail the BianchiSchwald Newslet-
ter on e-commerce).

What needs to be done?

The development of IT systems - as well as the
corresponding threats - regularly undergo funda-
mental changes. As a result, the protection of IT
systems requires continuous monitoring and
adaption. Only if the legal obligations regarding
cybersecurity are sufficiently known, will the com-
pany be able to define appropriate measures. The
legal analysis of the initial situation is therefore an
important component of any cyber security strat-
egy which should be reviewed periodically to en-
sure that it is up-to-date.

The decentralized working methods implemented
in response to the COVID-19-related restrictions
lead to additional need for review of the cyberse-
curity strategy. The potential impact on cyberse-
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curity needs to be evaluated based on the con-
crete measures taken by a company. The following
guestions can indicate whether a review is in order:

- Has a new IT system been introduced in the
company which affects a central process or
which for other reasons performs an important
function for the company?

- Were the employees adequately introduced
to the new IT system?

- Are all employees aware and informed
about the additional risks to the security of
IT systems?

- Is it planned to test the effectiveness of the
protection of IT systems?

It is particularly worthwhile, especially when
adapting the business model in response to a cri-
sis (such as the COVID-19 pandemic), to identify
any legal challenges at an early stage and develop
solutions.
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